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“Accountability”

Responsibility
for keeping
information private
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DHS Privacy Training

“Covered Entities”

People
& organizations
that must comply
with HIPAA
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General Privacy

DHS Privacy Rules
cover all information

General Privacy

General Privacy

DHS Clients/Patients
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General Privacy

ents/Patients

All client
and patient
information

is
confidential

General Privacy

DHS Clients/Patients

Provide; use & disclose... minimum necessary
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General Privacy

| Licensees&Providers

General Privacy

Client/Patient Privacy Rights
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Client/Patient Privacy Rights

Client/Patient Privacy Rights
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Client/Patient Privacy Rights

Denial of Access

DOESIDHSHIEVENCNERCIERt/satiERrEVIEVIdEnIEl?.

Client/Patient Privacy Rights

Client/Patient Privacy Rights

DEESIDESHEVERGNERClIER P atienteViEN aEmial?.

12



Client/Patient Privacy Rights

Alternatives

Client/Patient Privacy Rights

Alternatives
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Client/Patient Privacy Rights

Alternatives
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Client/Patient Privacy Rights
Alternatives

ReguestsHior alternativess.

Client/Patient Privacy Rights

Accounting of Disclesures

Client/Patient Privacy Rights

counting ot Disclosures
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Client/Patient Privacy Rights
1ting of Disclosures

O

DHS can suspend right to
receive accounting...

Client/Patient Privacy Rights

Client/Patient Privacy Rights
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Client/Patient Privacy Rights

Client/Patient Privacy Rights

Client/Patient Privacy Rights
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Client/Patient Privacy Rights

AEndments

Client/Patient Privacy Rights

Amendments

Client/Patient Privacy Rights

AERCmMents

DHS
can
deny requests
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Client/Patient Privacy Rights

Client/Patient Privacy Rights

Client/Patient Privacy Rights

(Cannot retaliate against complainant
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Client/Patient Privacy Rights

Cannot retaliate against complainant

Cannoet require client/patient to relinguish rightsias
condition for:

e Treatment

e Payment

e Enrollment

e Eligibility

Client/Patient Privacy Rights

Uses & Disclosures

Generally need signed
authorization to
release information

10
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Authorizations are generally voluntary

Cannot make authorization a condition of

Treatment
Payment

Enrollment in
health plan

Eligibility for
benefits

| UseseDisclosures

Authorizations are generally voluntary

Cannot make authorization a condition of

e Treatment

e Payment

e Enrollmentin
health plan

e Eligibility for
benefits

| Uses&Disclosures

How do you get client/patient authorization?
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| Uses@Disclosures

When is authorization...
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| Uses@Disclosures

VVeralPAuheriZahien

e Inform client/patient in
advance

e Client/patient must
agree, object, or

Document oral =
restrict disclosure

communication in
client/patient’s
case file

| UseseDisclosures

Limited Disclostres WithoutAutherzaticn

| Uses&Disclosures

Eimited Disclosures WithouirAutherzamoen

Cannot include:

e Psychotherapy notes

e Information that could cause harm

e Documents protected by attorney privilege

...among other information
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| Uses@Disclosures

Eimited Disclosuiiesiwithout Authoriization

%

| UseseDisclosures

Limited Disclostres WithoutAutherzaticn

| Uses&Disclosures

Eimited Disclosures WithouirAutherzamoen
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| Uses@Disclosures

Eimited Disclosuiiesiwithout Authoriization

Can disclose PHI if:

e Serious harm may
result without it

e Required by law

e Person agrees to
disclosure

| UseseDisclosures

Limited Disclostres WithoutAutherzaticn

4

Can disclose PHI if:

e Serious harm may
result without it

e Required by law

e Person agrees to
disclosure

Eimited Disclosures WithouirAutherzamoen
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| Uses@Disclosures

Eimited Disclosuiiesiwithout Authoriization
E

| UseseDisclosures

Limited Disclostres WithoutAutherzaticn

6.

| Uses&Disclosures

Eimited Disclosures WithouirAutherzamoen

6.
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| Uses@Disclosures

Eimited Disclosuiiesiwithout Authoriization

Special court order required for PHI about:
Alcohol or drug treatment client/patient

| UseseDisclosures

Limited Disclostres WithouAutherzatich

7. Law enforcement

Eimited Disclosures WithouirAutherzaticn
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| Uses@Disclosures

Eimited Disclosuiiesiwithout Authoriization

Limited Disclostres WithoutAutherzaticn

| Uses&Disclosures

Eimited Disclosures WithouirAutherzamoen

In cases of incapacitation or emergency,
you can disclose PHI if:

Someone other than victim broke the law
Information will not be used against victim

Law enforcement cannot wait

DHS determines it is in the person’s best interests
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| Uses@Disclosures

Eimited Disclosuiiesiwithout Authoriization

| UseseDisclosures

Limited Disclostres WithoutAutherzaticn

CandiSClOSENOr

e Military command
authorities re: Armed
Forces personnel

e Federal officials engaged in
national security activities

| Uses&Disclosures

Eimited Disclosures WithouirAutherzamoen
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| Uses@Disclosures

Eimited Disclosuiiesiwithout Authoriization

| UseseDisclosures

Limited Disclostres WithoutAutherzaticn

| Uses&Disclosures

Eimited Disclosures WithouirAutherzamoen
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| Uses@Disclosures

REEDISCIOSUIE

| UseseDisclosures

He-Disclosire
Recipient may disclose PHI to third party

| Uses&Disclosures

He-Disclosire
Recipient may disclose PHI to third party
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| Uses@Disclosures

REVOCENON

| UseseDisclosures

REVOCENON

Minimum Necessary
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Minimum Necessary

Minimum Necessary

Piselosiale) laformztien)

Minimum Necessary

Piselosine) laformztios)
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Minimum Necessary

Disclosine laforsmztion)

 Cannotdisclose entire record unless justfied

Minimum Necessary
Piselosiale) laformztien)

Refer to
“Uses & Disclosures” for disclosure guidelines

Minimum Necessary

Piselosine) laformztios)

Routine & Recurring

22



Minimum Necessary

Disclosine laforsmztion)

Routine & Recurring

Minimum Necessary

Piselosiale) laformztien)

Can access & use
information to do
your job only while
at work

Minimum Necessary

Piselosiale) laformzties)

Not Routine

2A



Minimum Necessary

Disclosine laforsmztion)

Is disclosure routine or not?

Minimum Necessary

Piselosiale) laformztien)

Is disclosure routine or not?

s

Minimum Necessary

Piselosiale) laformzties)

25



Minimum Necessary

Diselosine) laforziios)

Minimum Necessary

Ssing & Using Information:

Minimum Necessary
Accessing & Using Information

2R/



Minimum Necessary

Accessing & Using Inferma

Minimum Necessary

Ssing & Using Information:

For routine & recurring requests:
e Limit information requested to “minimum necessary”

Minimum Necessary
Accessing & Using Information

For non-routine requests:

e Limit information requested to “minimum necessary”
e Handle on case-by-case basis

e Document request & disclosure




Minimum Necessary

Does not apply to requ

Administrative, Technical & Physical Safeguards

Administrative, Technical & Physical Safeguards

Whether violation is...
Intentional or unintentional
On paper, electronic, oral or visual




Administrative, Technical & Physical Safeguards

Administrative, Technical & Physical Safeguards

Must take workplace
circumstances into
account, including:

e Effects on care

e Expense

e Administrative burden

Administrative, Technical & Physical Safeguards

“Safeguards Assessment Tool” will help you:
Assess security of PHI
Improve privacy protection




Administrative, Technical & Physical Safeguards

“Safeguards Assessment Tool” will help you:
Assess security of PHI
Improve privacy protection

Aclginisirziiors o Diretors will cetisrmmie
“Arezisoplel)e seifeeLcfe)s”
for ezid) oifice o feidiliny

Administrative, Technical & Physical Safeguards

Help each other by:

Administrative, Technical & Physical Safeguards

PIECENRIECHICES

Confidential information

40



Administrative, Technical & Physical Safeguards

OIPIECENPIECHICES

Confidential information

Must be in locked
storage...

...or otherwise
safeguarded by
“reasonable
efforts”

Administrative, Technical & Physical Safeguards

OIPICCENPIECIICES

Confidential information Before disposal...

e Retain records for
required time

e Store in containers
labeled “confidential”

e Secure after business
hours

Administrative, Technical & Physical Safeguards

WorKpIECE PIECHICES

Confidential information

Iifneeckallerstonage
Siavailahle;
USEreasenale
PIeCEdUIESHO
mininmize access

A1



Administrative, Technical & Physical Safeguards

Woerikolzige Prectices

Confidential information

Shred on regular basis

Administrative, Technical & Physical Safeguards

Woricaleage Pracicss

Confidential information

Make sure you're not
overheard

Use designated rooms
OR...
Use “reasonable safeguards”

Administrative, Technical & Physical Safeguards

WorKpIECE PIECHICES

Confidential information
Whiaiseiie
“Aezisozlo)) e
SeifelofUzlfe}5” 2

A7



Administrative, Technical & Physical Safeguards

WEIHPIECENIECHICES

WhHatare Confidential information
SEZsenE]E
Szifee)tzlfe)s 7

L) gzt

IDEPENUSIERNCCAHON
OICONVESHON

Administrative, Technical & Physical Safeguards

WEIKPIECENPIECHICES

Administrative, Technical & Physical Safeguards

WorKpIECE PIECHICES

e Visual
- Computer screens
- Paper documents on faxes,
copiers & printers
- Paper documents left in
common areas

AR



Administrative, Technical & Physical Safeguards

Werikolees Pracijces

Safeguard

Computer screens paper
Paper documents on faxes, documents
copiers & printers

Paper documents left in Use “minimum
common areas necessary”

Research & Waivers

Research & Waivers

Contributes to
knowledge of
population as a whole
Based on sample
Includes development,
testing & evaluation

AA



Research & Waivers

Research & Waivers

REGUEsTSHoRREINETORENEsEalChNETINE

e Does research fall under HIPAA exceptions?
OR

e Do other laws permit disclosure?

Research & Waivers

REQUEStSHoIF PEINETORENESEANChNIETING

Researcher must agree to
certain conditions
in writing

In case of doubt,
request review & waiver

A5



Research & Waivers

Regueststior R IFahout deceased

e Does research fall under HIPAA exceptions?

OR

e Do other laws permit disclosure?

Research & Waivers

Regueststior R IFahouitideceased

Check
policies or
ask
HIPAA
Privacy
Contact

Research & Waivers

Reguesistior PR IFahouitdecessed

= Disclosure may e inappropriate

A6



Research & Waivers

Regueststior R IFahout deceased

In case of doubt,
request
review & waiver

De-ldentification

[De-identified infermation.. .

De-ldentification

nfermation IS

IHow do)yeurknc
properly

A7



De-ldentification

IHow! do you know: iffinform
properly de-identifi

1. Statistician (or other professional) de-identifies
information

De-ldentification

IHow' do you knew iffinfermation IS
properly de-identr

2. DHS removes identifiers for individual, relatives,
employers & household members:
Names
Geographic information (smaller than state)
All specific dates except year
Telephone numbers

De-ldentification

How doryeurkn
properly.

2. DHS removes identifiers for individual, relatives,
employers & household members:
Social Security numbers
Medical record numbers
Health plan beneficiary numbers
Unique characteristic, number or code

A9



De-ldentification

IHow! do you knew iffinfermation Is
properly de-identified?

De-ldentification

Liplitee) Dziizl Seis

De-ldentification

Lipglitee) Pziiel Sieis

e Do not contain direct identifiers
e Can contain “potentially identifying”
information

40



De-ldentification

Llpplitete) Pziiel Sieis

Can ENUSEDSY

De-ldentification

Lippliiee) Pziiel Seais

Can e used::,

1. By DHS (for its own work)

2. For research &
non-governmental public health
purposes

- Requires data use agreement

De-ldentification

e DHS is not obligated to disclose
information

e Other disclosure policies may apply

50



De-ldentification

Re-ldentifying Information

Business Associates

New category of

business
relationship

Business Associates are...

51



DHS Business Associates

Business Associates

Legal contract, or
Memorandum of Understanding

Safeguards

52



Business Associates

Government Agency?
Provides specific
services...
on behalf of DHS...

that require use or
disclosure of PHI.

Can You Disclose PHI to
Government Agencies?

Can You Disclose PHI to
Government Agencies?

[=Se]



Business Associates

DHS
should have
Memorandum of
Understanding
with
government
agencies

Business Associates

5A
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Enforcement, Sanctions & Penalties

Enforcement, Sanctions & Penalties

WiaiShappRENSHIN/GUNICIEIENICIICIES?

Subject t S ] linary a

55



Enforcement, Sanctions & Penalties

hahapRERSHIRYOUNIG]atelpolicies?

Enforcement, Sanctions & Penalties

WhiatthappensiieuNiclatepelicies?

Subject to penal & disciplinary action?

DHS can be
held
responsible

Enforcement, Sanctions & Penalties

Retaliation Is prohib

5A



Enforcement, Sanctions & Penalties

Retaliation is prohibited

Cannot retaliate in any way against
someone who:
Files a complaint
Testifies or participates in an investigation
Opposes practice they believe is unlawful

Enforcement, Sanctions & Penalties

Retaliation 1s prohibited

Cannot retaliate in any way against
someone who:

Files a complaint
Testifies or participates in an investigation
Opposes practice they believe is unlawful

PSS e ey Iegal S|

Enforcement, Sanctions & Penalties

rkforce Crime Victims




Enforcement, Sanctions & Penalties

Whistle Blowers

Enforcement, Sanctions & Penalties

Workforce Crime Vi

Enforcement, Sanctions & Penalties

Workforce Crime

5Q
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